Dear Member of the Public
 
I write in reply to your request for information under the Freedom of Information Act 2000, our reference number FOI 0019/25.  

I am required by the Freedom of Information Act 2000 to handle all requests in a manner that is blind to the identity of the requestor.  Any information released in response to a request is regarded as being published and therefore in the public domain without caveat.  

For ease of reference, I have listed your questions together with our response below.  You have requested the following information:  

1. Legal Frameworks and Authorisations
a. Please provide all Data Sharing Agreements, Information Sharing Protocols, Joint Controllership Agreements, or Memoranda of Understanding that govern the access by Cambridgeshire PSD personnel to PNC or PNC-derived data relating to Hertfordshire officers or incidents.
b. Has the OPCC reviewed or commissioned any legal advice, internal briefings, or compliance assessments regarding whether this cross-force use of sensitive data is compliant with the Data Protection Act 2018, UK GDPR, and PNC Code of Practice?
c. Does the OPCC hold any record of concerns, challenges, or caveats raised internally about whether the use of PNC data for internal misconduct or disciplinary purposes — by a force not responsible for the original data entry — may represent a purpose limitation violation or unlawful further processing?

Following your request searches were conducted at the Office of the Police and Crime Commissioner for information relating to PNC. These searches failed to locate any records/documents relevant to your request as the OPCC does not have access and does not use this system. However, I do believe some of the information you are requesting may be held by the Constabulary and would advise requesting the information from them, which you can do at the following link if you wish to do so: Make an FOI request to ask for information about the police | Hertfordshire Constabulary

2. DPIAs and Known Risk Gaps
a. Please provide any Data Protection Impact Assessments (DPIAs) addressing:
· PSD access to PNC data across force boundaries;
· The use of biometric or misconduct-related information in internal proceedings;
· Access by one force’s PSD to another force’s officers or staff records.
b. If no DPIAs exist, please confirm explicitly. In such case, has the OPCC ever:
· Queried this omission,
· Requested assurance from the Chief Constable or tri-force leads, or
· Raised any concern with the NPCC or the Information Commissioner?

Please be advised that the Office of the Police and Crime Commissioner does not hold this information.  For any information relating to the PNC or the PSD, you may wish to refer your request directly to Hertfordshire Constabulary as advised above.   

3. Audit, Logging, and Abuse Prevention
a. Does the OPCC hold any information regarding audit trail mechanisms, access logs, or real-time monitoring to detect unauthorised access by PSD investigators to data of Hertfordshire officers by staff from Cambridgeshire or Bedfordshire?
b. Has the OPCC been informed of, or reviewed, any findings of inappropriate access, misuse, or unapproved retrieval of PNC records or associated data by PSD investigators acting cross-force?
c. Are periodic compliance checks or internal audits of PSD access performed? If so, please provide summaries or reports since 2018. If not, please confirm that no such checks are conducted.

Please be advised that the Office of the Police and Crime Commissioner does not hold this information. As previously suggested, I believe you would need to refer this request to Hertfordshire Constabulary who may hold some of this information regarding PNC records.  

4. Data Subject Rights and Notification
a. Does the OPCC hold any policy or instruction concerning whether officers or staff are notified when their data is accessed by PSD investigators in another force?
b. In the absence of a notification policy, has the OPCC raised concerns with the Chief Constable or data protection lead regarding the risk of covert, unmonitored scrutiny of officers without redress or visibility?
c. Has the OPCC received, logged, or handled any complaints or concerns from officers about:
· Cross-force access to their personal data;
· Lack of notification;
· Delays in internal data requests or disclosures?

The Office of the Police and Crime Commissioner does not hold this information, please refer your request to Hertfordshire Constabulary who may hold some information that would assist. 

5. Controllership, Delegation and Liability
a. In cases where Cambridgeshire PSD accesses PNC or derivative data about Hertfordshire officers or events, who is considered the data controller? Has the OPCC sought clarification from the force or from the NPCC?
b. Has the OPCC reviewed or received any documentation relating to liability allocation, internal indemnities, or cross-force accountability in the event of a data breach, wrongful access, or subject complaint?
c. If no such agreements exist, does the OPCC accept this as a legally sustainable position in relation to biometric, criminal offence, or employment records held in central systems?

Please be advised that the Office of the Police and Crime Commissioner does not hold any information on the above questions.  

6. OPCC Scrutiny Role and Strategic Oversight
a. Please provide any reports, minutes, briefing papers, or correspondence which evidence the OPCC’s scrutiny or oversight of this data-sharing arrangement, particularly in relation to:
· PNC governance,
· PSD use of national systems,
· Data rights and safeguards for Hertfordshire personnel.
b. Has the OPCC ever declined or been excluded from visibility over this PSD collaboration? If so, please explain the rationale or structural basis.

Please be advised that the Office of the Police and Crime Commissioner does not hold any information on the above. 

7. Public Interest and Impact on Confidence in Policing
a. Has the OPCC assessed, discussed, or recorded any public confidence implications arising from:
· The unmonitored or unrestricted use of PNC data across force boundaries;
· The potential for misuse of personal or biometric information by PSD officers without local oversight;
· The lack of transparency or notification to affected individuals?
b. In light of the police’s powers to process sensitive personal data under a lawful policing purpose, what steps has the OPCC taken to ensure that this power is not used to circumvent local control or natural justice in internal disciplinary procedures?
c. Does the OPCC hold or plan to commission any public engagement, survey, or review addressing community concerns over internal data access, surveillance, or investigatory fairness, particularly where misconduct investigations are initiated or controlled by external forces?

The Office of the Police and Crime Commissioner does not hold any information on the questions above. 

8. Democratic Oversight, Jurisdictional and Constituency Accountability
a. Has the Office of the Police and Crime Commissioner (OPCC) formally or informally briefed any Members of Parliament (MPs) whose constituencies fall within Hertfordshire’s geographic policing jurisdiction, regarding:
· The structure, authority, or oversight gaps in the tri-force PSD collaboration;
· The cross-force access by Cambridgeshire PSD officers to misconduct, biometric, or employment-related data concerning Hertfordshire officers or incidents;
· The legal, ethical, and operational implications of cross-force decision-making without local oversight?
b. Has the OPCC consulted or informed any elected local councillors — particularly those serving on the Hertfordshire Police and Crime Panel or relevant borough or county committees — about:
· The potential bypassing of local control and local consent in internal misconduct investigations;
· Whether actions taken by PSD officers from another force are being carried out within the jurisdictional boundaries of Hertfordshire;
· The erosion of accountability where local elected representatives are neither informed nor empowered to scrutinise such access?
c. If no such briefings have taken place with elected representatives covering Hertfordshire constituencies, please:
· Confirm this explicitly;
· Clarify whether the PCC considers it acceptable for officers from another police area to investigate or access data on Hertfordshire personnel without knowledge or visibility by Hertfordshire’s democratically elected representatives.
d. Please provide any minutes, correspondence, briefings, or internal discussion records showing:
· Communications with MPs, councillors, or their offices;
· Deliberations regarding whether the cross-jurisdictional PSD structure is consistent with principles of local democratic oversight, public accountability, and consent.

Please be advised that the Office of the Police and Crime Commissioner does not hold this information. 


